
2023 State of Ransomware
Ransomware remains one of the most significant IT threats facing organizations in 2023, 

following a devastating year for ransomware attacks and data breaches in 2022. Here’s what 

you need to know to keep your data safe.

INFOGRAPHIC

Ransomware attacks surge against public and private targets

The costs are higher than ever

Notorious 
Ransomware

BadRabbit

Cerber

Dharma

BitPaymer

Cryptolocker

DoppelPaymer

GandCrab

Locky

Downtime Cost 
per minute 1

$1,467

Increase in global 
cyberattacks in 2022 
compared to 20212

38%

Municipal governments, educational 
institutions, and healthcare providers 

hit with ransomware in 20223

200+

Global cost of cybercrime 
in 20234

     $8
trillion

Global cybercrime costs are 
predicted to reach $10.5 trillion 

annually by 2025 6

 $10.5
trillion

Average amount of data 
ransomware victims lose 5

35%



See DRaaS in action
See how organizations like yours have used DRaaS to protect against ransomware 

and other causes of downtime at www.FirstLight.net/DRaaS

Growing need for cloud-based disaster recovery

Disaster Recovery as a Service paving the way
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DRaaS is enterprises’ not-so-secret weapon against ransomware.

Must-haves for Disaster Recovery solutions in 2023:

Can be turned on/off easily and scaled  
to suit changing business needs

Include a data backup strategy that can’t  
be overwritten during ransomware event

Combine cloud computing for DR sites with  
cloud storage repositories for backup data













Offer the best features of different niche  
vendors under a single solution

Don’t require onboarding and implementing  
new IT systems

Have capacity to support replication of  
large volumes of data between data centers  
and/or the cloud

Estimate of how often a 
ransomware attempt takes place 9

11
seconds

Average ransomware 
payment in 2022 8

$200,000+

of data will need to be stored to 
the cloud globally by 2025 7

200
zettabytes


