
RANSOMWARE GUIDE

Protection. Detection. 
Recovery.
A holistic guide for preventing and responding to ransomware attacks



and mitigate attacks in house.
The biggest risk in protecting against 
ransomware attacks is to do nothing. Enterprises 
simply cannot afford to operate without robust 
plans and solutions for proactive protection and 
recovery from attacks when they happen.

Introduction

The increase in 
ransomware attacks – 
one of the more stealthy 
and detrimental types of 
cybersecurity attacks –  
is a major problem. 

Today’s cybercriminals operate in an evolutionary 
market filled with unprecedented opportunities 
to achieve big profits. And enterprises that have 
outdated cybersecurity measures in place are 
often their preferred targets.
 
According to IBM’s Cost of Data Breach Report 
2021, the average cost of a data breach is $4.24 
million, not including the personnel expenses 
associated with constant, ongoing updates, 
patching and issue diagnosis and resolution.1

And as ransomware extortion payments 
increase, so too does the cost of severe business 
disruptions. The average cost of an outage caused 
by ransomware stands at roughly $85,000 per 
hour (Veeam).
 
Even with this evidence, many enterprises don’t 
take cybersecurity as seriously as they should 
because they either don’t think they’re big  
enough for cybercriminals to take interest or  
they mistakenly think it’s possible to prevent  
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increase, so too does the cost of 
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an outage caused by ransomware stands 
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To protect your organization from 
growing threats, you must continuously 
assess and improve your security 
and recovery plans, systems and 
partnerships.

In this guide, we’ll explore effective 
strategies and solutions for protecting, 
detecting and recovering from 
ransomware attacks and how to find 
the combination for your enterprise.

Many enterprises don’t take 
cybersecurity seriously because 
they think it’s possible to prevent 
and mitigate attacks in-house.

The average cost of a data breach 
is $4.24 million, not including the 
personnel expenses associated with 
constant ongoing updates, patching 
and issue diagnosis and resolution.1
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PROACTIVE PROTECTION

Don’t negotiate with 
cybercriminals. Stop them 
dead in their tracks.

An astounding 92% of organizations 
that pay a ransom never get their data 
back, which begs the question: What 
can enterprises really do to keep their 
data safe?2 The answer is to have a 
solid prevention strategy in place. 

Let’s explore the top four ways to 
keep your data safe.

01 Managed 
Firewall

02 DNS 
Protection

03 Secure 
Internet Gateway

04 Security 
Awareness Training



01 Managed Firewall

A firewall is a piece of hardware or software that continuously monitors a company’s incoming and outgoing 
traffic to prevent bad actors outside of the organization from accessing sensitive data on the network.

And while it’s possible to build a firewall in house, very few businesses have employees on hand who 
possess the necessary skills and professional experience needed to do so, nor do they have the budget to 
hire dedicated IT staff to manage it on an ongoing basis.

To close security gaps and protect against breaches, midsize enterprises should consider working with a 
Managed Firewall partner that has all the tools, advanced technology and security experts needed  
to proactively monitor and mitigate attacks 24/7/365. 

Top Four Reasons Why Your Enterprise Needs a Managed Firewall

Get the best cybersecurity expertise at the most affordable price.
The demand for well-trained security experts with exceptional backgrounds is high, and 
most professionals require a six-figure salary. By partnering with third-party Managed 
Firewall providers, business and IT leaders maintain a deep bench of security experts on 
speed dial and have access to the best cybersecurity tools without breaking the bank.

Reduce false positives and move faster when something is truly amiss.
With Managed Firewall services, midsize enterprises get a smart combination of Artificial 
Intelligence (AI) and human experts. Working in tandem, a partner can screen alerts for 
validity and spring into action to mitigate ransomware attacks when needed.

Stay a step ahead of cybercriminals.
Among the many responsibilities a Managed Firewall services provider assumes, ensuring 
its security experts stay up to date on evolving technology and emerging cyberthreats is 
paramount, and continual patching and upgrading of your firewall helps you stay ahead of 
hacks, attacks and threats.

Right-size your cybersecurity to fit your organization’s needs.
One-size cybersecurity doesn’t fit all. When midsize enterprises consult with 
Managed Firewall providers, they’re able to build a custom-fit solution for their 
cybersecurity needs.
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02 DNS Protection

The Domain Name System (DNS) automatically blacklists dangerous websites and filters out unwanted 
content to prevent employees from unnecessary risks. 

In a world where remote and hybrid workforces are the norm, having the flexibility to work from anywhere is 
key to your business. It also means relying on Internet connectivity not managed by your organization, which 
can lead to gaps in security policy. DNS Protection protects your users from cyber threats – no matter where 
they are.

Four Incredible Advantages of DNS

Protect your users wherever they go.
Our DNS Protection, powered by Cisco Umbrella, uses core Internet infrastructure to 
protect your users from cyber threats, regardless of their location.

Get advanced early warning of network threats.
Our service uses statistical and machine learning models to uncover new attacks staged 
on the Internet, giving you advanced early warning – and ample preparation time to 
defend your applications.

Stop attacks before they reach your network.
DNS is used by almost every device, so DNS protection is a great way to stop malicious 
activity at the foundation of the Internet before a threat can reach your company’s 
network or endpoints.

Get easy deployment with just a single setting change.
Our DNS Protection is easy to deploy, affording you protection in just a few minutes with 
only a one-setting change. It’s also easy to switch between on- and off-network coverage 
using our security connector application.
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03 Secure Internet Gateway

A Secure Internet Gateway only allows users to access approved, secure websites—and blocks everything 
else. It acts as a barrier to keep unauthorized traffic from entering an enterprise’s network. When employees 
surf the web, the Secure Internet Gateway filters out unauthorized website traffic, viruses and malware and 
ensures everyone follows corporate policies surrounding internet access and frequently used applications 
like Office 365, Teams and Zoom. 

Three Reasons to Move to a Secure Internet Gateway Right Now

Detect and prevent cyberattacks and stay on top of emerging threats.
A Secure Internet Gateway can identify threats concealed in web traffic other security 
solutions may miss. Through constant monitoring and cataloging of new attack signatures, 
a Secure Internet Gateway keeps your enterprise protected from emerging threats.

Gain greater visibility into your web traffic to improve security policies and compliance.
A Secure Internet Gateway can interpret and categorize web traffic and provide better 
control over application usage to support more precise policy enforcement, risk 
management and compliance.

Bring your applications under a single security umbrella to streamline management.
On average, a company uses more than 475 third-party applications, and some 
collaborate with as many as 50 security partners. A Secure Internet Gateway offers APIs 
and built-in integrations to add and share intelligence among systems and provides 
greater visibility into how applications access your sensitive data in the cloud.

01

02

03



04 Security Awareness Training

Hackers are brilliantly disguising their phishing attacks to look and sound more like legitimate requests from 
fellow teammates, or messages that are plausible and look like they come from your boss.  

There are still ways to check legitimacy before clicking or responding. As with any evolving technology, 
however, your team needs training. They need to know how to detect the latest evolving cyberattacks. 
Powerful third-party integrated security awareness tools like KnowBe4 provide in depth training modules, 
simulated phishing attacks, and reporting tools that identify cyberattack vulnerabilities within an organization. 

Here are some ways an integrated security awareness platform can help protect 
your company against cyberattacks:

Interactive Training 
Security awareness platforms use videos, colorful visuals, and examples of simulated 
phishing attacks in training modules designed to keep employees engaged in learning 
about the latest cyberthreats and how to avoid them. These training sessions include a 
pass/fail test to ensure employees have absorbed what they have learned.

Simulated Attacks
Security awareness platforms like KnowBe4 automatically provide periodic simulated 
phishing, vishing and smishing attacks to keep employees on guard against the real thing. 

Reporting and Tracking
Sophisticated reporting tools provide senior management with visibility into your 
organization’s security awareness performance with insights into training and phishing 
simulations over any given period. Tracking helps you identify risk at the individual, 
departmental, and organizational level and enables you to make data-driven decisions in 
your security awareness plan.
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BEST PRACTICES FOR RESPONDING TO 
RANSOMWARE ATTACKS

RESPONSE AND RECOVERY

Thriving after an attack 
is about responding 
strategically, not just 
reacting quickly.

Proactive protection is only part of the story. 
Enterprises need a robust plan and expert 
partners to respond and restore their operations 
when attacks do happen (and they will happen).

Legacy backup solutions, while still a must 
have, are often built on infrastructure that is 
unreliable and ill-equipped for today’s cloud 
environment. 

In moments of crisis when fail-safes are 
needed most, many legacy solutions fall short, 
resulting in unsuccessful recovery attempts 
with potentially disastrous consequences. 

These outdated models tend to have lengthy 
backup windows, slow recoveries (when 
successful), issues with aging tape impacting 
data integrity and inconsistencies from multiple 
recovery point objectives. 

Backups Are Table Stakes

No matter how sophisticated a security net you create around your network, 
cybercriminals are constantly getting smarter and more sophisticated. As ransomware 
threats have evolved, it goes without saying that having a solid backup strategy in place 
is crucial to restoring your data and minimizing downtime. 

At the bare minimum, you should run backups frequently to minimize data loss. And keep 
at least three copies of your data across two platforms with one of those being offsite. 
Following this practice ensures you can access at least one copy after an attack.

The 3-2-1 Backup Rule
3 - Create one main backup and two copies of your data
2 - Save your backups to two different types of media
1 - Keep at least one backup file offsite

Immutable Backups Are Even Better

Keeping backups is a good security practice, but it does come with limitations. Modern-
day ransomware attacks can target backup files and infect them. Not to mention, 
employees run general backups, so they are susceptible to human error. Immutable 
backups cannot be altered or deleted once written, and they help ensure that in a crisis, 
enterprises can recover a clean copy of their data.

01

02



Threats Can Also Come from Within

Despite their significant advantage over traditional backups, immutable backups aren’t 
entirely tamper-proof. 

Insider breach protection adds an extra layer of security to make sure that bad actors 
inside your network can’t destroy your backups and make it impossible for you to recover 
from an outside ransomware attack.

Disaster Recovery is Your Best Deterrent

To imbue IT with the resiliency needed to combat ransomware, industry leaders must 
implement cloud-based disaster-recovery strategies that help minimize data loss and 
provide automated recovery so companies can get back on their feet quickly.

One key area where IT groups choose to emphasize agile security is in the realm of 
Disaster Recovery (DR). A multipronged approach that combines cloud-based and on-
site DR is the fastest way to ensure full application and data availability. For companies 
looking to optimize uptime for operations and maintain maximum flexibility, shifting DR 
infrastructure from the data center to the cloud is a logical move to make.
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Protecting your organization from ransomware threats, without affecting user performance, is a huge 
challenge, and a “one size fits all” approach isn’t enough. FirstLight’s security experts can help you set up 
and implement your solution – and safeguard your organization. 

To talk with an expert about how you can better protect your enterprise from growing 
ransomware threats, connect with us today or visit FirstLight.net/ransomware.

Conclusion

1. https://www.ibm.com/downloads/cas/OJDVQGRY
2. https://www.forbes.com/sites/daveywinder/2021/05/02/ransomware-reality-shock-92-who-pay-dont-get-their-data-back/?sh=2f3eb51ee0c7 

FOUR CONSIDERATIONS WHEN CHOOSING A 
DISASTER RECOVERY SOLUTION

Can be turned on/off easily and scaled to suit the changing needs of their organizations. 

Have a data backup strategy that can’t be overwritten in the event of a ransomware event.

Combine cloud computing, not only for DR sites, but cloud storage repositories for backup data.

Offer the best features of several niche vendors, without the hassle of managing each one separately.
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When evaluating providers to protect your mission-critical data, look for a partner with solutions that:

https://www.firstlight.net/services/security/ransomware/

