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Navigating The Infrastructure Investment & Jobs Act
Tapping Into the Golden Age of Federal Cybersecurity Funding

WHITEPAPER

What’s included in the Infrastructure Investment & Jobs Act (IIJA)?

The U.S. House of Representatives passed the $1.2 trillion Infrastructure Investment and Jobs Act (IIJA) 

on November 5, 2021, with President Biden signing the bill into law on November 15. The much-

anticipated legislation will provide $973 billion over five years (from FY 2022 through FY 2026) for 

infrastructure projects, including $550 billion in new investments for all modes of transportation, water, 

power and energy, environmental remediation, public lands, broadband and resilience.

This comes on the heels of the previous American Rescue Plan Act, which allocated $1.9 trillion in funding 

for Covid-related investments in schools and municipalities related to connectivity, remote learning, 

instructional enhancements, and security. Factoring in previous Covid-related funding and other stimulus 

programs, you could call this the golden age of federal funding for IT infrastructure and cybersecurity. 

According to e.Republic, which closely monitors federal legislation as it relates to IT opportunities, the 

IIJA bill is “rich in opportunities for states and localities for traditional infrastructure and IT projects.” For 

example, public works directors, city administrators, IT directors, and state DOT officials all stand to benefit 

from cybersecurity enhancements, in part because the bill includes language regarding cybersecurity 

protection for transportation safety, airports and ports, and public transit initiatives.

Data original source: e.republic

Environmental
Cleanup: $21B

Electric Vehicles:
$15B

Transportation
Safety: $11B

Reconnecting
Communities: $1B

Improved Water
Quality: $55B

Climate Change
Protection: $50B

Airports & Ports:
$42B

Public Transit:
$39B

Roads & Bridges:
$110B

Electric Grid
Updates: $73B

Passenger Freight
& Rail: $66B

Broadband:
$65B



www.FirstLight.net    |   1-800-461-4863

Opportunity: Cyber Security

	■ Rural Electric Cooperatives or County-Owned Utilities will 

benefit from $250 million over five years from the USDOE 

for competitive grants and technical assistance to meet 

the program’s goal of protecting and responding to 

cyber threats against electric utility systems

	■ Surface Transportation Block Grant project eligibilities will 

include “measures to protect transportation facilities 

from cyber threats”

	■ $1.3 billion of the bill is set aside for the State, Local, 

Tribal, and Territorial (SLTT) Grant Program administered 

over 4 years by FEMA in consultation with the 

Cybersecurity and Infrastructure Security Agency 

(CISA) including:

	■ $200 million for Fiscal Year (FY) 2022

	■ $400 million for FY 2023

	■ $300 million for FY 2024

	■ $100 million for FY 2025

Strategy consideration: Security Solutions 
and Ransomware Protection

Electric utilities – whether through distribution or 
generation – rely increasingly on automation and 
big data. Similarly, the transportation sector relies 
increasingly on automated controls and scheduling. 

There’s no better time to invest in cybersecurity than 
now. In addition to the federal resources focused on 
cybersecurity protection, technology has come a long 
way in detecting, mitigating and protecting companies 
from ransomware and other cyberattacks. Below are 
various solutions that utilities and municipalities should 
consider in meeting some of the bill’s cybersecurity 
considerations. 

Cloud Backup/Disaster Recovery: There are several 
steps an organization can take to protect against 
ransomware. Having protected backups in the cloud is 
a good start. Follow the 3-2-1 backup principle: create 
a primary backup and two copies of your data stored 
to two different media, one of them located offsite. A 
robust, comprehensive cyber defense strategy always 
starts with valid backups.

A cloud-based disaster recovery solution with replication 
of your data and apps is a must to protect against 
an attack, particularly if aiming for zero downtime. 

Organizations should maintain resilient, immutable 
storage on premises and in the cloud. Data protection 
strategies should also include data replication guidelines 
and parameters (what data do you want recovered 
and how much data and time can you afford to lose)? 
Creating a solid disaster recovery plan – with key 
personnel and policies in place and well communicated – 
that is tested at least twice a year is also critical.

DNS Protection: A DNS (Domain Name System) 
protection solution filters out malicious and unwanted 

domains, IP addresses, and cloud applications before  
a connection is ever established. It provides detection 
of compromised systems — improving security, visibility 
and network protection that is critical with so many 
connected devices scattered across your organization. 
DNS protection stops malware early on and prevents 
penetration from infected machines connected to  
your network.

DDoS Mitigation: DDoS attacks are on the rise, and 
often serve as a smokescreen for hackers who are 
planning a more serious cyberattack. A sound DDoS 
protection solution monitors, detects, and mitigates 
suspicious traffic, DDoS attacks, and malicious activity 
using algorithms. With a DDoS mitigation solution, even 
during an attack, legitimate traffic can still reach your 
network, eliminating downtime.

Firewall Protection: Even though the next-generation 

firewall market was valued at $3.27 billion in 2020 and 

expected to reach $4.3 billion by 2023 (Markets and 

Markets 2020), firewalls are still sorely outdated or in need 

of upgrades. A firewall is only as good as the identified 

malware and attack vectors it’s programmed to recognize. 

That’s likely why only 45% of C-level respondents felt ready 

for a firewall compliance audit. 

A managed firewall option allows IT managers to outsource 

next generation firewalls that are equipped to recognize 

and deter the latest threats. Effective, modern firewalls are 

needed more than ever given that so many devices are now 

connected to the Internet. 

For more information on the various funding 
pools found in the legislation, visit the 
National Association of Counties web site, 
Legislative Analysis for Counties: The Bipartisan 
Infrastructure Law (naco.org).
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Opportunity: Smart Grid Technology 
and Monitoring

	■ $500 million is set aside over 5 years for Smart Cities 

and competitive funding available for intelligent, sensor-

based infrastructure, smart grid technologies, and  

systems integration 

	■ Energy efficiency measures, electric cars, etc. all 

depend on IoT and create additional opportunities for 

monitoring and equipment 

Strategy Consideration: Smart Grid 
Equipment, Censors, and IoT

Many transportation systems and structures across the 

country are in desperate need of renovation or repair, and 

many of those structures may benefit from automation 

or controls. A proliferation of appliances and equipment 

ranging from censors and controls, security cameras, 

thermostats and a number of other smart appliances that are 

part of the Internet of Things have helped automate various 

tasks and helped organizations and communities track 

data to make more informed decisions on maintaining the 

transportation grid. 

Older metropolitan and suburban areas struggle with aging 

airports, electric utility grids, water and sewer infrastructure, 

roads and bridges. For example, in July of 2021, the 

American Society of Civil Engineers gave the U.S. a C- on its 

periodic infrastructure report card. Breaking down some of 

the main categories, the U.S. received a C- for its drinking 

water infrastructure, a D+ on schools, a D on stormwater, a 

D- on transit, and a C- on energy.

The Infrastructure Bill presents an opportunity for states and 

municipalities to use federal funds not only for repairing 

these important community assets, but also to bolster and 

automate the security of the assets themselves, with  

security cameras, digital monitoring equipment, 

cybersecurity prevention measures, and connectivity to a 

central operations system and/or partner organizations  

and agencies.

Monitoring Solutions

IT Directors are busier than ever. In fact, U.S. News and 

World Report recently ranked the IT manager as having 

one of the most stressful jobs in the country alongside 

physicians, financial managers, lawyers, and surgeons. It’s 

no surprise given the heavy lift of having to manage ever-

changing technologies, connectivity and security of endless 

endpoints, and the constant threat of cyberattacks. 

That’s why monitoring solutions are growing in popularity 

and importance. Real-time intelligence, insight, and 

analytics on how all your business systems are performing 

– right down to the last router, switch, and firewall – is 

invaluable. Monitoring tools exist that can help with 

optimizing resources, planning, and investments. Network 

and infrastructure monitoring tools can help busy IT 

directors keep an eye on server performance, applications, 

virtualization, database performance, storage, cloud 

performance, and malware vulnerabilities and cyberattacks. 

Federal funding could help lighten the load for many busy IT 

directors by financing these. 

Another alternative is to outsource monitoring to a third-

party provider. Managed service providers can handle the 

monitoring and oversight of tedious but critical tasks 24/7 

with user-friendly dashboards, alerts, and reports.

Additional Equipment 

Routers, switches, sensors, and servers traditionally fall 

into the category of essential infrastructure hardware 

which may need to be installed for properly bolstering any 

infrastructure that requires electronic or digital devices or 

controllers. Whether you’re monitoring temperature swings, 

moisture, motion detection, video footage, remote access, 

or energy demands, you’re likely going to rely on some kind 

of electronic devices that require Internet connectivity, data 

storage & backup, and monitoring. Federal funding could 

help pay for this equipment. 

Network and infrastructure monitoring 
tools can help busy IT directors keep an 
eye on server performance, applications, 
virtualization, database performance, 
storage, cloud performance, and malware 
vulnerabilities and cyberattacks.
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Opportunity: Broadband

	■ In the $65 Billion broadband allocation, $42.45 

billion is allocated for grants to states for broadband 

deployment, including $1 billion over five years towards 

middle mile competitive grants (unserved areas will  

be prioritized)

Strategy consideration: Fiber Build

Finding a willing fiber optic provider or carrier that will work 

with your community to create a broadband infrastructure 

is critical and complex. Federal funding could provide a 

unique opportunity to help finance rural communities or 

outliers where infrastructure is often expensive to install. 

A fiber build in a community may require collaboration 

among neighboring communities, state and local regulatory 

bodies, local utilities, and community organizations such as 

NGOs and councils of government. You may benefit from 

researching other communities in your state or similar sized 

communities that have gone through a similar process so 

you can learn from their successes and pitfalls including 

budgets, timelines, and needed resources.

According to the Pew Trust, states often guide broadband 

expansion by setting planning requirements. Maine, 

Wyoming, and other states require entities responsible 

for these efforts to draft formal plans and provide general 

overviews and goals while others lay out specifics for 

accomplishing objectives. Some have certification programs 

that designate communities as being “broadband ready.” 

For more information on how states finance broadband 

efforts, go here:

https://www.pewtrusts.org/en/research-and-analysis/
issue-briefs/2019/07/how-states-support-broadband-

projects

Look for a provider who has experience, a fiber footprint 

or wi-fi network in or near your area, and a reputation for 

working cooperatively with communities. If you find one 

with added services such as cloud connectivity, data center, 

and managed services, all the better for future projects you 

may want to explore.

FirstLight is a communications solutions provider offering network, data center, unified communications, security solutions, 

and managed services. FirstLight has more than 20 years of experience working with local/state/regional government 

entities, K-12 schools, and higher educational institutions throughout the Northeast and mid-Atlantic. 

FirstLight supports 600 state or local government entities, serves more than 500 K-12 schools, and provides services to more 

than 2,000 educational customer locations. FirstLight is well versed and successful in meeting government RFP and RFQ 

requests as well as the E-rate process. FirstLight is a Cisco Premier Partner and has won awards for its customer service.

Call on FirstLight

We can partner with you to prioritize your needs, modernize your 
IT infrastructure, and help you capitalize on the Infrastructure 

Investment and Jobs Act. Call 1-888-832-4976 and ask for assistance 
from one of our experts, or visit www.firstlight.net/request-info

Federal funding could provide a unique 
opportunity to help finance rural communities 
or outliers where infrastructure is often 
expensive to install.


