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Your Defense Against Internal (& External) Threats to Your Backup Data 

FirstLight’s Insider Protection Offers a Powerful Defense Against Malicious Attempts 
to Delete Your Backup Data During a Ransomware Attack

Cybercriminals aren’t just getting more brazen – they’re getting smarter. Even before launching a ransomware attack, 

hackers now work to gain access to your systems in order to delete the backup files that would have helped recover 

from the attack. This security breach often goes unnoticed, and by the time your primary data is encrypted, the hacker 

has already deleted your backup data.

How does Insider Protection work?

Insider Protection, powered by Veeam, is an innovative solution designed for cloud 

service providers like FirstLight who are working to help their customers win the fight 

against ransomware. With FirstLight, recently deleted backup files reside in an off-site 

recycle bin for a minimum of 7 days. This separate repository is not accessible by you or 

anyone that may have stolen your credentials and the files cannot be deleted. To retrieve 

your deleted backup files, simply call and verify your identity with our cloud operations team, 

and your backup files will be made available so that your organization can recover from the attack.

The Benefits of Insider Protection

	■ Recovery From Accidental Deletion 

Deleted backup archives? No worries. You’re protected. 

Backups stay in your off-site recycle bin for seven days.

	■ Recovery From Sophisticated and Malicious Attacks 

In the event of a coordinated attack, hackers can no 

longer render backups unusable for recovery.

	■ Protection From Misconfigured Retention Policies 

If someone on your team misconfigures a retention policy, 

you’re covered with Insider Protection. 

	■ Secure Access 

Users don’t have access to recover from the recycle bin, 

so deleted archives are accessible ONLY from the cloud 

provider side, making them hack-proof.

	■ No Impact Against Your Customer Data Quota 

Backup files in your off-site recycle bin don’t eat up your 

customer data quota.  

In the event of an attack, you can simply restore your files and ruin a hacker’s day. Who knew the humble recycle bin could 

be such a powerful weapon? And while you can beat the cybercriminals at their game, you can’t beat the low per vm cost. 

It’s an investment you can’t afford to pass up.

Don’t leave a ransomware attack or downtime event to chance. Get Insider Protection and peace of mind 

from FirstLight. Call 1-888-832-4976 or visit www.FirstLight.net/insider-protection. 


