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In March of 2021, Congress passed the American Rescue Plan Act of 2021, also called the 

COVID-19 Stimulus Package or American Rescue Plan. This $1.9 trillion package is targeted 

to cities, states, and communities – to pass along to schools, health care facilities, and 

businesses – to provide emergency stimulus funds to help the nation recover from the 

pandemic and its related recession. 

The plan includes a number of targeted programs 

with funding reserved for specific initiatives, many of 

them pertaining to state/local governments, public 

agencies, K-12 schools, and higher educational 

institutions. Dedicated funding programs exist within 

the stimulus package for a wide range of needs, from violence prevention at schools to emergency 

relief for municipalities. Many of them provide for spending on IT infrastructure, remote learning 

and/or remote work, and IT security.

The amount of money available in this new stimulus package, coming on the heels of a previous 

hefty allocation in the CARES Act, provides a historic opportunity for schools, municipalities, and 

state organizations to bolster and secure their networks and IT infrastructure. 

Some of the funding sources are distributed automatically to states and communities based on 

size or population. Others require proposals indicating how money would be spent based on 

certain criteria. If applying for funding, it makes sense to work with a provider who is skilled at 

successfully completing government funding proposals – for example, a vendor with experience 

in preparing E-rate proposals – and has the basics such as a DUNS number and registration with 

the System for Award Management (SAM). 

Leveraging Federal Funds to Modernize and 
Secure Your IT Infrastructure

WHITEPAPER

The amount of money available in this 
new stimulus package, provides a historic 
opportunity for schools, municipalities, 
and state organizations to bolster and 
secure their networks and IT infrastructure.

A Guide to Using American Rescue Plan and Other Federal Funds 
for IT Modernization
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Think Big

Bolstering Security

The last two years have seen an enormous increase in 

the number and scope of ransomware and malware 

attacks. Homeland Security Secretary Alejandro 

Mayorkas warned that cyberattacks – specifically 

ransomware attacks – are on the rise and targets 

range from government agencies to small businesses. 

Mayorkas added that $350 million was paid out for 

ransomware attacks in 2020. 

From K-12 ransomware attacks to acts of piracy 

in transportation and utility infrastructures, 

cyberattackers are getting more brazen and 

more sophisticated. Now is the time to ensure 

your organization has adequate protection from 

ransomware, DDoS attacks, and physical attacks using 

state-of-the-art hardware and as-a-service solutions 

with the infusion of government dollars. 

Securing networks and equipment is also about 

training and communicating best practices to staff 

and network users. And tools exist to help with that 

end as well. For example, KnowBe4 is a Ransomware 

Simulator that gives users a quick look at the 

effectiveness of an organization’s network protection 

by simulating 20 “ransomware infection scenarios.” 

KnowBe4 sends fake phishing emails, bogus links, 

and other click baits from time to time to see if your 

team falls for a would-be attack. The idea is not to 

shame recipients, but educate and inform them so 

they become smarter about preventing attacks. 

Reimagining Service Delivery

Whether you’re a government organization, a school, or municipal office, one thing the pandemic 

has revealed in just about every industry and occupation is the need for creativity, imagination, 

and reengineering. We all figured out ways to work and learn remotely, meet virtually, prioritize 

tasks, scale back unnecessary busy work, downsize office space, and so much more.

The American Rescue Plan is perhaps a once-in-a-

generation opportunity to rebuild our economy and 

service delivery with fresh eyes and new perspective. 

It’s a time to think big and think differently. One grant 

recipient from a community development agency in 

Buffalo, New York perhaps put it best: “It is critically 

important that we are very strategic about how that 

money is spent because if we are to be competitive 

when this is over, we’ve got to make the right 

decisions now.” Many of those decisions directly or 

indirectly involve technology.

Digital transformation has been a topic of 

conversation and an industry focus for years. However, 

it’s now a top hot-button issue, likely out of necessity. 

According to the 2021 Data Protection Trends Report 

issued by Veeam earlier this year, about 98% of 3,000 

enterprises surveyed across 28 countries are in the 

process or are planning for digital transformation 

compared with 80% in 2019. 

“Dependency on legacy systems is rising quickly to 

the top (51%), compared to 40% from 2019. That 

has significant impact on organizations’ ability to 

modernize as quick as they desire due to a shortage in 

skill availability (49%) and lack of budget (36%).”

Modernization, skills development, and budget 

are precisely what these new government funding 

programs afford organizations.

Modernization, skills development, 
and budget are precisely what these 
new government funding programs 
afford organizations.

From K-12 ransomware attacks 
to acts of piracy in transportation 
and utility infrastructures, 
cyberattackers are getting more 
brazen and more sophisticated.
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This $122 billion funding source for K-12 schools is 

meant to address unique needs of schools through 

developing and implementing systems to improve 

preparedness and response efforts, purchase 

technology to facilitate continued learning, and 

“address learning loss among students.” Given the 

broad description, the fund could be a great source 

for purchasing additional and necessary bandwidth 

schools need to accommodate distance or remote 

learning. Other related equipment like routers and 

switches would likely be appropriate as well, as 

would security-related equipment like security 

cameras and security monitors.

Other relevant use cases might be in the area of 

network security such as purchasing DNS protection, 

DDoS mitigation, managed firewall, disaster recovery, 

backup and recovery, advanced malware protection, 

and dual authentication measures.

Funded at the discretion of local governors and with 

low-income students as the primary beneficiary, this 

$2.75 billion program is meant to fund emergency 

assistance projects. Providing broader network 

services and more bandwidth for remote learning 

would help disadvantaged kids, as would video 

conferencing applications. With so many attempted 

and successful ransomware attacks on schools during 

the pandemic when schools were most vulnerable, 

security solutions like DDoS protection, DNS, and 

next generation firewalls for all those scattered 

endpoints would be a smart investment that would 

keep kids connected and secure.

Broadband Internet service and equipment for 

remote learning is the focus of this $7.1 billion pool 

with the goal of supporting students, school staff and 

libraries. Bandwidth and Internet support equipment 

(routers, switches, etc) are the obvious winners here, 

but consider security solutions like DDoS, content 

filtering software, video conferencing solutions, and 

advanced malware protection.  New technology 

even makes wi-fi on buses possible for a new take on 

mobile hotspots!

Elementary and Secondary Schools Emergency Relief (ESSER III/ARP ESSER)  |  Deadline: 9/30/21

Governor’s Emergency Education Relief (GEER) Emergency Assistance for Non-Public Schools  |  Deadline: 9/30/21

Emergency Connectivity Fund for Education (E-rate Expansion)  |  Deadline: 8/13/21

Funding Sources from the American Rescue Plan and 
Other Federal Funds

Below are some funding sources that publicly funded entities in the State, Local Government, and 

Education (SLED) verticals should explore for opportunities to fund their IT infrastructure, network 

security, training, and backup systems.
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Coronavirus State and Local Fiscal Recovery Fund  |  Deadline: ASAP

Coronavirus Capital Projects Fund  |  Deadline: TBD

Higher Ed Emergency Relief Fund  |  Deadline: 9/30/2023

Institute of Museum and Library Services  |  Deadline: 6/28/2021

Among the objectives of this nearly $350 billion 

pool of money for states and municipal/county 

governments is to “replace lost revenue for eligible 

state, local, territorial, and Tribal governments to 

strengthen support for vital public services and help 

retain jobs” and to “support immediate economic 

stabilization for households and businesses.” Consider 

a number of solutions that potentially meet these goals 

whereby states can better serve their constituents. 

Think Internet, colocation (for office downsizing 

needs due to Covid or backup and security reasons), 

SD-WAN for accommodating multiple offices or 

schools, new routers and switches, advanced malware 

protection solutions, disaster/backup recovery, DDoS 

mitigation, and dual authentication. It may be time to 

refresh hardware, too.

This $10 billion fund calls for projects for remote 

options enabling work, education, and health 

monitoring. Expanded bandwidth and solutions for 

videoconferencing would be good candidates for 

consideration. And remote work and learning require 

bolstering security solutions like DDoS, DNS, and 

disaster recovery/ransomware protection.

This $40 billion fund comes with some strings 

attached and targets higher-education public, 

non-profit private, and proprietary schools. Half of 

funds go to student financial aid, the other half, for 

institutional needs. However, the criteria covers a 

broad range of needs and resources. Priorities include 

distance learning technology and expenses due to 

Coronavirus, which would seem well suited to fund 

increased bandwidth, wireless technologies, video 

conferencing, DNS protection, dual authentication 

solutions, and advanced malware protection.

The IMLS American Rescue Plan Grants program 

supports museum and library services in addressing 

community needs created or exacerbated by the 

COVID-19 pandemic and in assisting with recovery. 

$200 million is allocated. Projects may continue, 

enhance, or expand existing programs and services, 

or they may launch new ones to address emergent 

needs and unexpected hardships.

This is a competitive grant program providing funding 

to improve security at K–12 schools and on school 

grounds. Up to $53 million in funding is available with 

36-month awards for a maximum of $500,000 per 

award. A local match of 25% is required. The intent 

here is for technology to help expedite notification of 

local law enforcement during an emergency and any 

other measure determined to “provide a significant 

improvement in security.” Cisco has equipped many 

schools with high-end security cameras that can 

be programmed to put schools in lockdown mode 

in the presence of a firearm in its field of view, as 

well as sophisticated sensors and motion detectors. 

While the deadline may soon pass, it’s not unusual 

for deadlines to be extended, and there may be 

additional rounds in subsequent years.

School Violence Prevention Program  |  Deadline: 6/29/2021
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Collaboration

Call on FirstLight

FirstLight is a communications solutions provider offering network, data center, unified communications, 

security solutions, and managed services. FirstLight has more than 20 years of experience working with K-12 

schools, institutions of higher learning, and local/state/regional government entities throughout the Northeast 

and mid-Atlantic. FirstLight serves more than 500 K-12 schools and provides services to more than 2,000 

educational customer locations. FirstLight also supports 600 state or local government entities. 

FirstLight is well versed in the E-rate process, as well as government RFP and RFQ requests. FirstLight is a Cisco 

Premier Partner and has won awards for its customer service.

We can partner with you to prioritize your needs, modernize your  

IT infrastructure, and help you capitalize on American Rescue Plan funds.

Call 1-888-832-4976 and ask for assistance from one of our experts, 

or visit www.firstlight.net/request-info/

As is often the case with government funding, particularly 

competitive grants, collaboration and coordination among 

various stakeholders is critical and often results in successful 

awards. Working with state, local, and regional players that 

stand to gain from projects can only improve your chance 

of getting funding. Consider collaborating with multiple 

schools in a district, or with a number of municipalities within a state or region. Don’t forget to involve local 

chambers of commerce, regional economic development agencies, NGOs, and even large employers that 

could stand to gain from a project or initiative.

Working with state, local, and 
regional players that stand to gain 
from projects can only improve 
your chance of getting funding.


